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Abstract— Data outsourcing to the cloud is profitable for reasons of scalability, economy, and
accessibility, but the challenges in security still remain.
As the business organizations move more to the cloud environment the data and therefore the load on
the cloud will keep on increasing; therefore an effective storage mechanism is needed so that the data
redundancy is reduced. One of the major form of redundant data on the cloud is dublicate data
(especially media).
This paper aims to provide ways to improve data security on the cloud and to reduce data redundancy
on the cloud by implementing De-duplication.
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I.
INTRODUCTION
Cloud computing is growing exponentially per day due to its clear advantages over traditional
computing and yet many of the organizations are still reluctant to migrate completely to cloud platform.
This is mainly due to the fact that along with wide range of advantages of cloud there are some security
issues in the cloud scenario which are yet to be completely addressed. These issues cannot be
overlooked because security of the data is the most important attribute while migrating to a third party
cloud. This work enhances cloud security by encrypting the data and implementing attribute based
encryption. Key management is handled jointly by the cloud provider and cloud administrator. OTP
technique is also added in order to verify the authenticity of cloud users and validate them to access
the data. The proposed model is highly secure, scalable and efficient. Data redundancy is reduced with
the help of de-duplication mechanism. De-duplication is implemented using a secure hash function
which checks for duplicate files before uploading any file on the server. Finally an implementation on
Apache Tomcat server is used to verify the security and efficiency of the system
The upcoming sections of this paper describe a new approach of key management comprising a data
de-duplication mechanism. Section 3 describes the architecture and the working of the proposed
system. Finally advantages of the system are stated along with the conclusion in last section.
II.
LITERATURE SURVEY
Data storing on the cloud is appropriate for any type of application that requires data to be saved in
storage and given access to many users. Clients that approach a cloud provider generally only pay for
the amount of storage, related processing, and the amount of network communication used up; they do
not bear the cost and maintenance of an in-house solution.
Additionally, the provider offers the advantages of replication and automatic backup to ensure the
longevity, safety, and accessibility of the data. A major concern which is not adequately addressed in
real is that data is stored in the clear; it may be read and accessed by a cloud admin without the client
knowing.
A cloud admin may not be trusted, although the presence of high security obligations, if data security
is not further put through technical methods. Additionally the risk is that sensitive data carry the

@IJRTER-2016, All Rights Reserved

224

International Journal of Recent Trends in Engineering & Research (IJRTER)
Volume 02, Issue 03; March - 2016 [ISSN: 2455-1457]

constant chance of being intercepted by an unauthorized person despite security promised by the
provider. Hence, it is useful to use software techniques, like encryption key management, which
ensures the confidentiality of cloud data. It is especially crucial to guard sensitive user data such as emails, credentials.
III.
PROPOSED METHODOLOGY
The Proposed system has enhanced the security of cloud storage with the help of encryption
mechanism. The data owner is able to give importance to files before uploading them on the server
and only the important files require data owner permissions. The model also has enhanced the security
of cloud storage with the help of encryption mechanism. The data owner is able to give importance to
files before uploading them on the ons. To reduce data redundancy de-duplication mechanism is
included which prevents data owners for uploading duplicate files. The duplication is checked at the
file content level and not just on the names of the files i.e. two files with same names but different data
can be uploaded but two files with different names but same data cannot be uploaded on the server.
1.Architecture
The proposed system uses star topology with the server being in connection with each node.

Figure 1 Architecturee

The manager node is added unlike the traditional models to stop unwanted users to register a profile
and spam the owner for file access requests.
To be eligible for requesting the access to the uploaded file the user must create a profile which is only
functional after the manager verifies and activates it.
2. Re-encryption based key management
The working of the system is as follows:
The owner uploads the file and provides the encryption key with an option to use extra security, the
server then encrypts the file with the key provided by the user.
The user makes a profile which is checked and gets activated by the manager.
After activation the user requests for the file to the user.
The increased security is made available by adding certain steps to the current models;
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The server waits for the owner to grant the permission for the user to access the uploade file, when the
data owner accepts the sever proceeds with the decrytion on the file in the database and provides the
user with download link to the requested file.
Simultaneously the server sends the key to the requesting user via his registered e-mail, which ensures
data confidentiality and only the user meant to recieve the file has access to it.
The downloded file is only accessable after the user decrypts it with the key recieved from the server.

Figure 2 Working

3.De-duplication
De-duplication helps to remove uploading of same files to the server; it automatically rejects all the
similar files.
De-duplication uses hashing algorithms to speed up the checking process for the replications of files.
It does so by creating a hash digest of every file before storing it in the database. Whenever a new file
is uploaded the server creates and checks for matching hash from the previously uploaded files. If the
file is already present in the Database there is no need for storing the file again, therefore the file is
deleted from memory, thus eventually reducing redundant data and saving memory.
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Figure 3 De-dublication mechanism

IV.
ADVANTAGES
The proposed system gives following advantages over the existing systems:
1. System provides security to the confidential data of organizations and provides better access
control. Due to this unauthenticated users cannot gain access to confidential data. The data is
stored on a cloud and only the users with current session key and valid credentials can get access
to the data stored on the cloud.
2. The de-duplication mechanism included in this proposed system reduces data redundancy by
efficient data storage on the cloud. This mechanism prevents uploading of multiple copies of the
same file.
V.
CONCLUSION
The proposed model provides better additions to the cloud by efficient data storage and options of
better security.
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